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usually a product of two large primes
I see dint

Ek is ONE WAY FUNCTION RE
SQUARING

efficient way to compute x mad n if
supposed Multiply

But is very HARD to solve

given see and e find a

2 problems in lettice theory

131 Discrete Leg Problem DLP I

given 2 Y E kn find x d y mad n

o show that x does not exist

here Ein a In In
x 1 a mad n

x logna

DISCRETE LOG PROBLEM G 7
given a cyclic group G Cg
every el beG an be written as ge b for
Some e e Z

pb given he G find x h g



main ex G Kp cyclic group of order p 1
a generator BE Xp

Find X p L x Discretelegof fx leg f
ex p 19 Ing I I 2,5 154

Z is a generator

2 I 27 2 22 4 2 8

I 16 25 13 26 7 27 14

log 14 21 it 2 14 x 7

log 7 6 26 7 ex log 12

I not all LE Zi are generators

ex JE II not a genera

p 1999 Ing's cyclic group of order 1998

a 3 is a generator

compute p
3789 med p sd 14521

find x sit 3 52 mad p

change p 142 163 531 I find x 3 2 madp
we know x exists but no exact value



Rank Whether DLP is hard depends on the group G

ex 1 G Zion I

find X 3 x 37 med 101
linear Diophantine eg

find inverseof 3 mall 37 D 34

multiply by 37 D 46

3 46 138 37 mad 101

in Kio t DLP is easy

2 G 17104 group of order 100 22.5
3 37 mad 101 x 24

324 37 mad 101

we have algorithms to reduce thepb to
DLP in smaller groups

usually pick Xp st p 1 is Not a product

of powers of small primes

Rank DLP as factoring is an example of
one way function but we don't have
a proof that Any one way function exist

APPLICATIONS TO CRYPTO ALGORITHMS

Key exchange DIFFIE HEILMAN



El Gamal

Signature
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Signatures to ensure the sender

DIFFIE HERRAN KEY EXCHANGE

pb 2 parties have to agree on a

common public key in a non securechannel

STEP I A B publicly agree on

p price
secure

I Primitive rootof Zpx

STEP 2 A secretly chooses exponent a

SENDS ga te B

STEP 3 B secretly chooses exponent b
SENDS gb to A



PUBLIC KEY gab gb ga
A

PRIVATE keys a for A
b for B

SECURITY attacker E wants to find pridehey
hes to Solve DLD

given g g ga find a o b

TODAY ENCRYPTION SYSTEM

After DH A B have

PUBLIC info p prime g generator Xp
PUBLIC shaved key gab
PUBLIC keys A ga B gb
PRIVATE keys A a B b

ElGamal cryptosystem exchange securely a message

B wants to send a message M to A
Assume M encoded as an integer Mep

STEPS B encrypt M as a pair gb ga'M

and sends it to A

STEP2 A decrypt the message É as follows

p a
a
gam gb gab a gab M



M message

gb gabM AB
a giveaway

9 1g m
bofrivate B pubic

SECURITY E intercepts the ammunition

E sees gb gab M

to read M needs to compute gab
which is available only with a private key

or solving a DLP

Runk if M message is long can bebrokeninto blocks
but need a different b private key for each

ex MaMa two blocks same privatehey b

di B g gabMs la B2 g gabMz

p pi gabMs gabMz

gabMa Hi g
ab Ma Mi Imadpl

So Ma Ba Bi My
knowing Ms one can reave Mz

EXAMPLE public info p 107 9 2 generate Zion

private key A a 67

public key 267 94 med107

private key B b 45

public key 2h 28 med 107



M message 66 Asch cede fo letter B

B sends A 2 94 66 28,9
Ib ga gab M

gu 66 9 mad 107

Kiss
A reads 28 t and computes

B 2
9 9 28 67 9 28 9.43 66

mad 107

A leavers 17 66

Implementation usually to encode M one uses a

HASH FUNCTION

H string Xp
Iblocksof

ELGATAL SIGNATURE ALGORITHM

Goal attach data to a message M t signature
So that the receive can verify the

indentity of sender

PUBLIC DATA p prime g generatorof Xp
A
y

public ka ga secret hey a

gb b

Assume message M is ended as integer Mcp



STEPS B choose tandem k e 12 p 24
with gad k p 1 1

and computes

s M b g k mad p 1

if 5 0 unlikely choose different k

STEP 2 sends to A pair g s r s

STEP 3 to verify identity of B
A has to verify that A already has

M

g gbr.rs

gs guys g
M b 8 k
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M big
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br

gM

SECURITY to produce signatures
one needs

S 1M b guy k
i
B Pirate key I Dip



since s M by n

example p it 9 2

B public key 28 3 prudehey 6 8

message M 5

signature choose random K 9

Ok since god 9 11 21 god19,107 1
compute S 114 bg k med p 1 10

r g 2 6 med 11

5 15 8 6 h

9s 15 8 61 7 med 10

solve 9 S A med to ex s 3

signature rest 16,31

verification gbr.rs 248 6 É 2 mad it
3 I 18
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